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Details of processing and allocation of responsibilities
Appendix 1 of the EURO-NMD Registry Data Sharing Agreement
Editable public template. Complete only the HCP-specific fields in Sections A and C, including the institution, its DPO and competent supervisory authority. Return this completed Appendix with the completed, unsigned Accession Form (Appendix 8), together with the legal signatory's full name, position and professional email address, so AP-HP can initiate DocuSign. Individual consortium DPO contacts are omitted here and remain available in the complete Agreement supplied for execution.
This Appendix forms an integral part of the Agreement and sets out the details of the Processing carried out within the EURO-NMD Registry and the allocation of responsibilities between the Joint Controllers pursuant to Article 26 of Regulation (EU) 2016/679 (GDPR).
Each HCP acceding to the Agreement shall complete the sections of this Appendix identified as requiring HCP-specific information, including the identity and contact details of the HCP, its Data Protection Officer, and its competent Supervisory Authority. The completed Appendix shall be submitted together with the Accession Form and shall form part of the Agreement upon accession.
A Identity of the Joint Controllers
	The HCP:
	Name: [Official name of the HCP]
Address: [Registered address]
DPO’s name and contact details: [Name and public contact details of the HCP DPO]

	AP-HP / the Coordinator:
	Name: Assistance Publique - Hôpitaux de Paris Address: Delegation of Clinical Research and Innovation, Carré Historique de l’Hôpital Saint-Louis, 1 avenue Claude Vellefaux, 75010 Paris, FRANCE DPO contact details : protection.donnees.dsi@aphp.fr

	UKLFR / the Registry Host:
	Name: Universitaetsklinikum Freiburg Address: Data Protection Officer / Datenschutzbeauftragter, Breisacher Straße 153, 79110 Freiburg, Germany DPO contact details: datenschutz@uniklinik-freiburg.de

	RADBOUDUMC
	Name: Stichting Radboud Universitair Medisch Centrum Address: Geertgrooteplein Zuid 10 9, Nijmegen 6525 GA, NETHERLANDS DPO contact details: [Individual contact details omitted from public copy]

	WDO
	Name: World Duchenne Organization Address: Koninginnelaan 69, Veenendaal 3905 GG, NETHERLANDS DPO contact details: [Individual contact details omitted from public copy]

	DDF
	Name: Stichting Duchenne Data Foundation Address: Turfstreek 135, 3766HT Soest, NETHERLANDS DPO contact details: [Individual contact details omitted from public copy]

	AIM
	Name: Association Institut de Myologie Address: GH Pitié Salpêtrière, Bâtiment Babinski, 47-83 boulevard de l’hôpital, 75651 Paris, FRANCE DPO contact details: dpo@institut-myologie.org

	AFM
	Name: Association Française contre les Myopathies Address: 1 Rue de l'internationale, 91002 Evry, FRANCE DPO’s contact details: dpo@afm-telethon.fr



B Description of Processing
	Categories of data subjects whose personal data is processed
	• Patients enrolled in the Registry;
• Users of the Registry (healthcare professionals and authorised staff members of participating HCPs).

	Categories of personal data processed
	For Patients:
• Common Personal Data;
• Special Categories of Personal Data; as further described in the Registry Data Dictionary. For Users: Name, institutional email address, institution name, role and other relevant institutional details required for account administration and access management.

	The frequency of the Processing (e.g., whether the data is processed on a one-off or continuous basis)
	Continuous

	Nature of the Processing
	For the HCPs:
• Collection of Patient Data;
• Recording and entry of Patient Data into the Registry;
• Consultation, updating and correction of Patient Data;
• Retrieval and extraction of Patient Data relating to their own Patients;
• Deletion, restriction or modification of Patient Data where required. For the Coordinator:
• Consultation and use of Registry Data for Registry management and oversight purposes;
• Management of Users’ Data;
• Retrieval and extraction of Registry Data in accordance with the Agreement and applicable policies;
• Disclosure of authorised Registry Data to approved Recipients. For the Registry Host:
• Hosting and storage of Registry Data;
• Organisation and structuring of Registry Data within the Registry Database;
• Retrieval and extraction of Registry Data;
• Provision of authorised access to Registry Data;
• Backup, restoration and deletion of Registry Data. For the Consortium Members:
• Consultation and use of Registry Data for governance, scientific oversight and Registry development purposes;
• Retrieval and analysis of Aggregated Registry Data where authorised.

	Purpose(s) of the data process and further Processing
	The EURO-NMD Registry is a prospective observational multicentre registry established to improve the quality of care and outcomes for patients with rare neuromuscular diseases; facilitate clinical, epidemiological, and translational research; support clinical trial feasibility and recruitment; and inform healthcare, policy, and regulatory decision-
making.

	The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
	For Patients Data: Ten (10) years from the date of collection. Where continued storage beyond this period is necessary, renewed consent shall be obtained where required by applicable law. For Users Data: As long as the User is contributing to the Registry as an employee of the HCP.

	The types of Recipients who will have access to the Personal Data;
	Patients Data: The contributing HCP in relation to its own Patients. Users Data: The Coordinator and the Registry Host for the purposes of user management, access control, security and operation of the Registry. Pseudonymised Registry Data: Recipients authorised in accordance with the Data Access Policy, including Research Project Leaders, participating HCPs and other authorised entities approved by the Data Access Committee. Aggregated Data: Recipients authorised in accordance with the Data Access Policy.



C Competent Supervisory Authorities
	For the HCP:
	Name: [Competent supervisory authority]
Address: [Postal address]
Website: [Official website]

	For the Coordinator (AP–HP):
	Name: Commission Nationale de l'Informatique et des Libertés (CNIL) Address: 3 Place de Fontenoy, TSA 80715, 75334 PARIS CEDEX 07, FRANCE Website: https://www.cnil.fr/

	For the Registry Host (UKLFR):
	Name: Landesbeauftragte für den Datenschutz und die Informationsfreiheit Baden-Württemberg Address: Postfach 10 29 32, 70025 Stuttgart, Germany Website: https://www.baden-wuerttemberg.datenschutz.de/

	For RADBOUDUMC:
	Name: Autoriteit Persoonsgegevens Address: Hoge Nieuwstraat 8 P.O. Box 93374 2509 AJ Den Haag/The Hague NETHERLANDS Website: https://autoriteitpersoonsgegevens.nl/



D List of Processors
For the HCP: No data processor.
For the Coordinator: No data processor.
For the Registry Host: No data processor.
E Allocation of responsibilities under the Joint Controllership Arrangement
	Responsibility
	Coordinator
	Registry Host
	Other Consortium Members
	HCPs

	Definition of the characteristics of the Processing
	
	
	
	

	Definition of the purposes of the Processing
	X
	X
	X
	X

	Designation of the Data Subjects or categories of Data Subjects
	X
	X
	X
	

	Definition of the legal basis for each purpose of the Processing
	X
	X
	X
	

	Definition of the technical and material means of Processing
	X
	X
	X
	

	Definition of the human and organizational means of the Processing
	X
	X
	X
	X

	Control of the principle of lawfulness - fairness and transparency of the Processing
	X
	X
	X
	X

	Control of the principle of limiting the purposes of the Processing (determined - explicit and legitimate)
	X
	X
	X
	X

	Control of the principle of minimization of the processed data (adequate - relevant and limited)
	X
	X
	X
	X

	Definition of the duration of data storage
	X
	X
	X
	

	Deletion of data after the end of the data retention period
	
	X
	
	

	Archiving of data after the end of the data retention period
	
	X
	
	

	Maintaining documentation of the Processing
	X
	X
	
	X

	Performing data extraction from database
	X
	X
	
	X

	Generic obligations
	
	
	
	

	Designation of a Contact Point for the Data Subject
	X
	X
	
	X

	Supervision of subcontracting
	X
	X
	X
	X

	Keeping a register of processing activities
	X
	X
	X
	X

	Cooperate with the Protection Authority and respond to any request for information from the Protection Authority or any other competent data protection authority
	X
	X
	X
	X

	Alerting each other in case of doubt as to whether an instruction complies with the Regulation or any Community or national regulation applicable to the Processing
	X
	X
	X
	X

	To organize the possible implementation of a data transfer to a third country or an international organization
	X
	X
	X
	X

	Take - and document - the precautions, measures and technical guarantees necessary to preserve the confidentiality and security of the data and in particular to prevent them from being distorted, damaged or communicated to unauthorized third parties and more generally
	X
	X
	X
	X

	Aspects relating to the Registry
	
	
	
	

	Verification of compliance with privacy by design / privacy by default
	X
	X
	X
	

	Maintenance in operational conditions of the Registry
	
	X
	
	

	Corrective maintenance of the Database
	
	X
	
	

	Implementation of security measures related to the Registry
	
	X
	
	X

	Establishment and validation of a quality and security assurance plan for the Registry
	
	X
	
	X

	Assigning, managing and deleting User access rights to the Database
	X
	X
	
	

	Information and consent of the Persons concerned
	
	
	
	

	Drafting of the information relating to the Processing
	X
	X
	X
	

	Dissemination of the information to the Users
	X
	X
	X
	X

	Dissemination of the information to the Patients
	
	
	
	X

	Collection of the consent for Patients
	
	
	
	X

	Recording of consent of Patients
	
	
	
	X

	Control of the majority of the Patients / collection of the agreement of the legal representative
	
	
	
	X

	Management of the requests of the Data Subjects
	
	
	
	

	Receipt of the requests of the Patients
	
	
	
	X

	Receipt of the requests of the Users
	X
	X
	
	

	Instruction of the requests of the Patients
	
	
	
	X

	Instruction of the requests of the Users
	
	X
	
	

	Answer to the requests of the Patients
	
	
	
	X

	Answer to the requests of the Users
	X
	X
	
	X

	Notification of the rectification or deletion of Personal Data or the limitation of the Processing to the Joint Controllers, Processors and Recipients
	X
	X
	
	X

	Privacy Impact Assessment
	
	
	
	

	Carrying out a data protection impact analysis
	X
	X
	X
	X

	Preparation of the consultation file for the Data Protection Authority, if necessary
	X
	X
	
	X

	Interaction with the Data Protection Authority, when it is consulted for an opinion
	X
	
	
	X

	Data breaches
	
	
	
	

	Informing the other joint controllers of a Data Breach
	X
	X
	X
	X

	Managing the investigation of Data Breaches
	X
	X
	X
	X

	Compliance and compliance monitoring
	X
	X
	X
	X

	Centralized documentation of the Data Breach
	X
	X
	X
	X

	Notification of data breaches to the Data Protection Authority
	X
	X
	
	X

	Communication to Patients of a Data Breach
	X
	
	
	X

	Communication to Users of a Data Breach
	X
	X
	
	

	Appointment of a Data Protection Officer
	X
	X
	X
	X
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